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Abstract. The process in which the Designated Verifier Proxy Signature (DVPS) scheme works is that
you have one party which is an original signer who has the ability to delegate signing capability to
another party member, in this case this is the proxy signer. The proxy signer can then sign on behalf
of the original signer. The validity or invalidity of a signature can only be verified by a designated
verifier and no other verifying party by the use of a proof or challenge. In this paper, we will first
outline the security preliminary we will use for our own Designated Verifier Proxy Signature scheme,
and the signature schemes of the Proxy Signature (PS), Designated Verifier Signature (DVS) and Short
Designated Verifier Proxy Signature (SDVPS). Finally, our own Designated Verifier Proxy Signature
scheme will be presented with concrete and complete definitions, scheme, and properties which also
includes security assumptions based on the Proxy, Designated Verifier Signature and Short Designated
Verifier Proxy Signature scheme presented earlier in the paper. A discussion will finalise the paper
covering the security of our own Designated Verifier Proxy Signature scheme.

Keywords: Proxy Signature, Designated Verifier Signature, Short Signature, Pairings,
Designated Verifier Proxy Signature.

1 Introduction

With the fast development of computer technology, more and more traditional business
processes are adapted to the digital world. Especially, signatures play an important role in
e-business for authentication.

In 1976, Diffie and Hellman first introduced the notion of digital signature with the
same property of traditional hand-writing signatures and opened a new direction in cryp-
tography [3]. Besides hand-writing signatures, seals are also frequently used in tradition
business to authenticate documents on behalf of legal persons by authorised individuals.
In the digital word, the replacement of traditional seals is proxy signature which was first
introduced by Mambo, Usuda and Okamoto [9]. The proxy signature allows a party to
delegate signing capabilities to other participants so that they can sign on behalf of the
entity within a given context. In addition, some documents may be personally or commer-
cially sensitive that the property of public verifiability is improper. In order to solve that
problem in reality, Chaum and Antwerpen [2] introduced the notion of undeniable signa-
ture so that the signature can only be verified by performing an interactive protocol with
the signer, taking the advantage of zero knowledge proof (ZKP) [5]. However, undeniable
signatures do not fully model the problem since the signature is still publicly verifiable by
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running the interactive ZKP concurrently. Hence, Designated verifier signature is intro-
duced by Jakobsson, Sako and Impagliazzo [7] that only the designated verifier can verify
the signature, using the technique of non-interactive zero knowledge proof (NIZK) [1].

Designated verifier signatures solve the designated verifier problem of hand-writing
signed documents, whereas the same problem of sealed documents was not solved. For
example, the chief financial officer in a company generates a report about the financial
risks of the company and seals the report with the financial department seal. The chief
financial officer sends the sealed report to the chief operating officer and requires that
only he/she can verify the sealed report as it is commercially sensitive. To address this
problem with seals, designated verifier proxy signature (DVPS) is a proper solution which
combines the property of proxy signature and designated verifier signature [10]. In the
previous scenario, the chief financial officer can be modelled as a proxy signer of the
financial department (the original signer), and the chief operating officer can be modelled
as the designated verifier. In 2005, Wang constructed a designated verifier proxy signature
based on discrete logarithm problem, using delegation by warrant [10]. Later, Huang, Mu,
Susilo and Zhang constructed short designated verifier proxy signature (SDVPS) based
on elliptic curve and pairings [6]. The signature size of Huang et al.’s scheme is very short
(around 1/20 of Wang’s scheme).

The rest of this paper is organised as following. First, we describe the preliminaries
for readers in section 2.1. Then we explain proxy signature, designated verifier signa-
ture, short designated verifier proxy signature and one scheme for each signature type in
sections 2.2 to 2.4. After that, we propose our designated verifier proxy signature in sec-
tion 2.5. The security of the proposed scheme is discussed in section 3. Finally, we draw
conclusions for this paper in section 4.

2 Technical contents

2.1 Preliminaries

Bilinear Pairing Let (G; and G4 be additive groups of prime order p with generator P;
and P, respectively, and GG3 be multiplicative group of the same prime order p. There
is an equation ¢(P,) = P; holds under assumption of isomorphism G5 — G7. The e:
G x Gy — (3 is a bilinear pairing which has following properties:

— Bilinearity: VP € G1,Q € Go,a,b € Z,, e(aP,bQ) = e(P, Q).
— Non-degeneracy: 3P € G1,Q € Go, such that e(P, Q) # 1.
— Computability: VP € G1,Q € G5, 3A which is an efficient algorithm to compute

e(P, Q).

Security assumptions

Definition 1. Discrete Logarithm Problem (DLP): Let p and q be two large primes satis-
fying q is divisible by p — 1, and a generator, g, of order q over GF(p). Given (y,p, q, g),
where y = g* (mod p) for some x € Z,, derive x.

Definition 2. Bilinear Diffie-Hellman (BDH) Problem: Let P € G;. Given aP, bP and
cP, where a,b, c €p Z;,, calculate e(P, P)abe,
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Definition 3. Decisional Bilinear Diffie-Hellman (DBDH) Problem: Let P € G4. Given
aP, bP and cP, where a,b,c €g Z,, and h € G3, decide whether h = e(P, P)ab,

Definition 4. Gap Bilinear Diffie-Hellman (GBDH) Problem: Let P € G4. Given aP,
bP and cP, where a,b,c €r Z,, calculate e(P, P)% with the help of a DBDH Oracle.

Non-interactive Zero Knowledge Proof (NIZK) The notion of Non-Interactive Zero-
Knowledge (NIZK) is first introduced by Blum and Feldman [1] to prove a secret to
someone else without revealing it.

Definition 5. A non-interactive zero knowledge proof (NIZK) is a pair of probabilistic
polynomial time algorithms (P, V') for a language L € N P, if the following three prop-
erties are satisfied.

— Completeness: For any x € L with witness w where || = k, we require
Prlo < {0,1}":7 < P(o,z,w) : V(o,2,7) = 1] =1

— Soundness: For any x ¢ L, where |z| = k and negl() is a negligible function, we
require
Prlo + {0,1}: 7 < P(0,2) : V(o,z,7) = 1] < negl(k)

— Zero-knowledge: For all x € L with any witness w, we require that there exists a
probabilistic polynomial time simulator .S such that the output proofs by P and S are
computationally indistinguishable.

{0+ {0,1}*,7 « P(o,z,w) : (0,2,7)} = {(0,7) « S(x) : (0,2,7)}

Remark that Designated Verifier Proof discussed in section 2.3 is Designated Verifier
NIZK, which is a weak notion of NIZK proof.

2.2 Proxy Signature

Proxy signature is a digital signature scheme which allows the original signer to delegate
the capability of signing to a third party to create digital signatures. In analogy, it is an
electronic version corresponding to the transferable seal among the multiple seals. The
invention of this signature scheme is driven by the demand for delegating signing opera-
tion effectively in an electronic context. Proxy signature has been used in many scenarios
such as electronic commerce and distributed shared object systems.

There are two ways of classification for proxy signature. According to the application,
it can be classified to full delegation, partial delegation and delegation by warrant schemes
[6]. In full delegation, the proxy signer uses exactly the same secret s with the original
signer to create signatures, which means the signatures created by proxy signer and orig-
inal signer are indistinguishable. In this case, a proxy signer can sign a message that does
not follow the original signer’s intention without being detected. This venerability can be
eliminated by partial delegation. In partial delegation, the proxy signer uses a different
secret o which is derived from original signer’s secret s and sent from the original signer
in a secure way. The signature created by proxy signer can be checked by using a certain
verification equation which is different from the original equation. Therefore, the signa-
ture created by proxy signer can be distinguished from the one created by original signer.
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The last type is delegation by warrant. In this type of delegation, warrant is used to cer-
tify the entrusted proxy signer along with the signature. There are two signature schemes
based on public key signature scheme to implementing delegation by warrant depend on
how warrant is composed. In the first signature scheme, warrant consists of a message
and an original signer’s signature for a public key of proxy signer P, or just a declaration
about the designation of P. In this scheme, P signs a document using her own secret key
to create a signature along with the warrant. As a result, a proxy signature, by this method,
is composed of the original signer’s signature and the warrant. It should be marked that
there is no relation between the signature created by proxy signer P and the public key
of original signer. In the second signature scheme, warrant composition is similar to the
first scheme except the original signer’s signature is for a newly generated public key.
Then P uses the secret key that correspond to the new public key of original signer for
signing along with the warrant. Unlike the first scheme, the public key of original signer
is required in verification phase of verifier [9]. To sum up, among these three types of
delegation, delegation by warrant is the most secure one as it has a property that it is able
to restrict the documents to be signed. However, there is lack of valid period limitation of
signing, which means a proxy signer can sign a signature forever [9].

According to knowledge of proxy private key, it can also be categorised as proxy-
unprotected and proxy-protected [6]. Both proxy signer and original signer, who all know
the proxy private key, can generate the proxy signature in proxy-unprotected scheme.
But only the proxy signer can create proxy signature in proxy-protected scheme. Certain
conditions should be satisfied when identifying whether a digital signature is a proxy sig-
nature. An example for partial delegation includes unforgeability, proxy signers deviation,
secret-keys dependence, verifiability, distinguishability, identifiability and undeniability.

There are variants of proxy signature which added distinct features to the basic proxy
signature, such as threshold proxy signature, one-time proxy signature, ID-based proxy
signature and so on [6].

Mambo et al. [9] proposed a proxy signature scheme with partial delegated which is
based on discrete logarithm problem. The detailed scheme is presented as following.

Definition 6. A proxy signature scheme involves three parties, namely original signer S,
proxy signer P and verifier V, and consists of following 3 algorithms and a protocol:

— Original KeyGen: This key generation algorithm aims to generate the private-public
key pair for the original signer. The algorithm calculates y = ¢ (mod p) where
x € Z,\{0} is the secret key of the original signer, p is a big prime number and ¢
is the generator of Z,-. Finally, the algorithm outputs (x,y) as the private-public key
pair for the original signer.
Original KeyGen:

xr €Ep Zp\{()}
y=g" (mod p)

Output: (x,y).

— Protocol: This protocol is composed of 3 steps:
Step 1 ProxyKeyGen:
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Step 2

Step 3

To generate a proxy key pair for the proxy signer P of an original signer .S, the
original signer S randomly selects a number & from Z, \ {0} and computes
K =g* (mod p)and 2 = 2 + kK (mod p — 1).

ProxyDeliver:

Then the original signer S sends (z, K) to the proxy signer P via a secure
channel.

ProxyKeyVerify:

After receiving the key pair, the proxy signer P verifies whether ¢ and yK ¥
are congruent modulo p. If the verification is passed, the proxy signer P ac-
cepts the proxy private-public key pair. Otherwise, the proxy signer P requests
restarting the protocol or aborts the protocol.

The protocol can be illustrated as below:

Original Singer S Proxy Signer P

k er Zy \ {0}
K =g" (mod p)
z=z+kK (modp-—1)
(z.K)

g° é yKE (mod p)

— Sign: To sign a message m,,, the proxy signer P uses z as the secret key and execute
the signing operation in an ordinary signature scheme such as ElGamal. Then a created
proxy signature is composed of message m,,, signature of the ordinary scheme and the
public key of the proxy signer K.

Sign:

Sign(m,, z)

Output: (m,,, (signature of the ordinary scheme), K).

— Verify: To verify the signature created by proxy signer P, the verifier V follow the
same verification operation with the original signature scheme except using a new
public key 3’ which can be computed by the congruence 3y = yK% (mod p). If the
check is passed, the verifier can confirm the signature is valid. Otherwise, the signature
is invalid. The public key y of the original signer is used to generate the new public
key for the verifier, so this can assure the involvement of the original signer in proxy
signature.

Verify:

Verify(m, (signature of the ordinary scheme), K, y')

Output: T if the check passed. Otherwise, output L.

The proxy signature scheme can be applied to many ordinary signature schemes, one
example for the application is proxy signature for ElGamal scheme, which will be demon-
strated later. Given that the private-public key pair(z, K) of a proxy signer (P) which has
been generated and sent by original signer (S) after verification by the P as described in
proxy signature scheme above, in this example, there are two phases- sign and verify.

Proxy signature for ElGamal scheme:
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— Sign : A proxy signer (P) signs using z as the secret key. P randomly chooses a
number w €p Z_,, computes r = ¢g* (mod p) and s' = w™'(m,—2zr) (mod p—1),
then sends (m,, (1, s, K)) to the verifier V.

— Verify :The verifier V uses ¢’ to verify the signature created by P, where ¢’ can be
computed by the congruence i’ = y KX (mod p)(y: public key of original signer)

Then, the signing and verification of proxy signature for ElIGamal scheme can be illus-
trated as following:

Proxy Singer P Verifier V

r=g¢"Y (mod p)

s =w(m, —2r) (modp—1)
(myp,(r,s",K))

y =yKE (mod p)
g < Y (mod p)

Another aspect of proxy signature has to be addressed is that it is possible for a dis-
honest proxy signer to misachieve the signature in some situation. So it is neccessary,
in this case, to have a way to identify the deviating proxy signer and revoke the signing
capability of the abused proxy signer.

In proxy signature scheme, there have two approches for proxy revocation. The one
is to make a revocation list which can be seen publicly. The original signer can revoke
the signing capability of an abused proxy signer by putting a mark in the revocation list
according to certain convention with verifiers , then the verifier can know if the proxy
signer is a revoked one by checking the revocation list. The other is to change the public
key of the original signer, and accordingly update all proxies of honest proxy signers. It
is noted that both methods require fast delivery of revocation information from original
signer to all potential verifiers [9].

2.3 Designated Verifier Signature

Before the formal definition and scheme outline of the Designated Verifier Signature
(DVS) scheme it is important to note and discuss briefly another digital signature scheme,
which is the Undeniable Signature (US) scheme [2,4]. The US scheme has a unique prop-
erty compared to the DVS scheme in that to check the validity or invalidity of a signature,
interaction with the signer must occur by the verifier. The signer has the power to deter-
mine only when a signature can be verified but not who can verify that signature. So there
is an interaction between the verifier and the signer, something that the DVS scheme does
not have as will be described later in the paper [7,8].

The Designated Verifier Signature scheme proposed by Jakobsson et al. [7] tries to
find a solution to this authentication and privacy issue of having the interaction between
signer and verifier for the validity of a digital signature. The idea is to have a proof or
challenge in which there is concrete evidence that is irrefutable by the verifying party
and only that verifying party in determining the validity of the digital signature. This
proof or challenge makes the Designated Verifier Signature scheme non-interactive as the
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signer does not need to provide further evidence to the designated verifier other than this
proof or challenge accompanied by the signature. So this digital signature scheme, DVS,
contains all the desired properties of an ordinary digital signature scheme, the Undeniable
Signature scheme, and also non-interactive for verifying the validity of a signature [7].

Breaking down DVS for simplicity and clarification how DVS works is that you have
two parties, the signer and the designated verifier; we will call the parties Alice and Bob
respectively. When Alice wants to send some message to another party (in this case it
is Bob) it sends along two pieces of information; the message signed by Alice and a
challenge, 6, that only Bob will know what is true. The challenge essentially can be broken
down into this statement; Instead of proving 6, Alice will prove the statement “Either 0
is true, or I am Bob”. After seeing this challenge Bob will trust that 6 is true and thus
ensuring that the signature is correct and most importantly from Alice if Bob has not
signed this message before. However, if Bob passes the same message and challenge to
another verifier (Cindy) then Cindy cannot determine what is true as Bob can prove that
he is Bob. We get the desired non-interactive Designated Verifier Signature scheme [7].

Below is the Designated Verifier Signature definitions and scheme [7] that was de-
scribed above and will be used later for our constructing our own digital signature scheme
but detailed here for clarification and understanding:

Definition 7. A designated verifier, V ; is one where you have the signer, S, and a protocol
(Ps, Py) where S proves a statement 7 to V. V is considered a designated verifier if we
have another verifier party, Vo and two protocols, (Ps, Py, Py,) and (P, Py,) where V
can produce identical transcript and Vs, cannot distinguish between the two; while V' tries
to prove the statement validity to V5.

Definition 8. For a non-interactive Designated Verifier Signature scheme a Trap-door
Commitment scheme needs to be used where the Trap-door Commitment scheme, c, is
used while using the public key, pk,, of the designated verifier.

Definition 9. A Designated Verifier Signature scheme involves two parties, namely the
signer S, and the designated verifier V, and consists of the following five algorithms and
is computationally secure based on the assumption of the Discrete Logarithm Problem
(DLP):

— ParamGen: The system Parameter Generation Algorithm (PGA) takes the system
security parameter k£ as the input and outputs the system parameters appropriately.
This PGA takes the system security parameter & as the input and outputs (p, ¢, g, H)
where p and ¢ are two large prime numbers such that p = 2¢ 4 1, g is a generator of
Gy C Zy and H is hash function that H : Z3 — Zj.

param <+ ParamGen(1¥)

param = (p,q, g, H) + ParamGen(1¥)

— KeyGen: The Key Generation Algorithm (KGA) takes the system security parameter
k as the input and generates private-public key pairs (sk;, pk;) for users U; where U is
a signer S or a designated verifier V. This KGA takes the system security parameter
k as the input. The algorithm randomly selects a number z; from Z,, and computes
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y; = ¢g* mod p. Finally, the algorithm outputs (z;,y;) as the private-public key pair
for a user U; (signer S or a designated verifier V). KeyGen(1¥):

(ski, pki), + KeyGen(1")

x; €ER Zq
yi=g" mod p

Output: (Sl{iz,pk’z) = (l’“yz)

— Stign: The signing algorithm takes a message m, the signer’s private and public key
pair (sks, pks), and the designated verifier’s public key pk, as the input, and generates
a signature ¢* on m and a non-interactive zero knowledge proof m showing that o*
is valid or the signer has the private key sk, of the designated verifier V. The desig-
nated verifier signature o is (0*, 7). Signing a message m, the signer S calculates the
basic signature s = m® mod p using its private key z. The signer S also produces
a non-interactive zero knowledge proof 7 and sets 0 = (s, 7) as the DVS signature.
Sign(m, sk, pk,):

7= PK{(zs,x,): (s =m" ANys =¢g") Vy, =g"}

o= (o, m) < Sign(m, sks, pk,)

(2,Y0,Ys) < (sks, pky, Dks)
s=m* modp

w,r,t €Eg Ly

c=g"y,"” modp

G=g¢" modp

M =m" mod p
h=H(c,G,M)
d=t+z(h+w) mod q

Output: 0 = (o*, 1) = (s, (w,r,G, M, d)).

— Verify: The Proof Verification Algorithm (VPA) takes a message m, a designated
verifier signature o, the designated verifier’s public key pk,, and the signer’s public
key pk, as the input, and outputs T (accept) or L (reject). If the proof 7 in the signature
o is valid, the algorithm outputs T. Otherwise, the algorithm outputs L. Remark that
this Proof Verification Algorithm is equivalent to the Signature Verification Algorithm
if and only if pk, is the public key of the designated verifier who runs this algorithm
and the corresponding private key is not leaked to any one. To verify the proof 7
in a signature o on a message m, the designated verifier calculates and verifies the
following equations. If all the checks are passed, the designated verifier accepts the
proof. Otherwise, the proof is rejected. Verify(m, o, pk,, pks):

b« Verify(m,o,pky,,pks) be{T,L}
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((0*77T>7yv?y8) A (Uapkznpks)
(8) (U),?", Ga M7 d)) <~ (0*77T)

Output: T if all checks passed. Otherwise, output L.

— Simulate: The Transcript Simulation Algorithm (TSA) takes a message m, a desig-
nated verifier’s private-public key pair (sk,, pk,), and the signer’s public key pk; as
the input, and output a designated verifier signature o that is indistinguishable with
the signature generated by Sign(m, sk, pk,). In the DVS scheme it is crucial that
the designated verifier can simulate and generate an indistinguishable signature so the
process in which the designated verifier V' can simulate the transcript for arbitrary
signature s is done using following calculations. Simulate(m, sk, pky, pks):

o + Simulate(m, sk,, pk,, pks)

(Tos Yo, Ys) < (8ky, Pk, PEs)
5 €Rr Ly

d,a, 3 ERZ,

c=¢g* modp

G =g%y,)™" modp

M =ms" modp
h=H(c,G,M)

w=/p—h modgq

1

r=(a—w)x,” modq

Output: 0 = (0%, 7) = (s, (w,r, G, M, d)).

Note 1. For the DVS scheme to be correct and ensure that the designated verifier V' is able
to simulate the signature the following must always be held true (see below); otherwise
the above scheme would not be a DVS scheme under Jakobsson et al. [7] which is the
basis for the DVS scheme above and the DVS scheme that we will be using to create our
own signature scheme.

T = Verify(m, Sign(m, sk, pky, pks), pky, pks)
T = Verify(m, Simulate(m, sk,, pk,, pks), pk,, pks)

2.4 Short Designated Verifier Proxy Signature

Designated verifier proxy signature (DVPS) is a combination of proxy signature (PS) and
designated verifier signature (DVS); the original signer can delegate its signing capability
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to the proxy signer who can then create a signature that only the designated verifier can
verify it.

DVPS has extensive application in e-business. Here is an application to the scenario
in section 1. Alice, the founder of a company, delegates her signing capability related to
the financial department to the chief financial officer, Bob. After producing a financial
risk analysis report in the company, Bob signs the report and produces a DVPS signature
for the chief operating officer, Cindy. Due to the property of DVS in DVPS, the signature
can only be verified by Cindy. If Cindy is malicious that she sells the report to David
in other company for her own profit, David will not accept it since the report and the
signature may be produced by Cindy and not Bob that the report may be not genuine and
may be dangerous if used in David’s company. Besides that, Alice also can delegate her
signing capability to other employees in the company (CEO, CTO, CMO, etc.) in order
to run the company well. Hence, authenticity and confidentiality of all documentation in
the company is protected by DVPS.

As mentioned before, DVPS is actually a combination of PS and DVS. Thus, Wang
extends a proxy signature scheme and a designated verifier signature scheme into a desig-
nated verifier proxy signature scheme [10]. However, the signature size is relatively large.
Hence, Huang et al. constructed a DVPS scheme directly from elliptic curves and bilinear
pairings, and the resulted signature size is very small [6]. They named their DVPS scheme
as short designated verifier proxy signature (SDVPS).

Here is a comparison between Wang’s DVPS scheme and SDVPS scheme. The signa-
ture of Wang’s scheme is (r,,, K, D, s) where r,, K, D € Z, and s € Z, and the signature
of SDVPS is o € Z,. Let |x| denote the bit length of x, p = 1024 bits and ¢ = 160 bits.
Then we have,

‘Size (groups) Size (bits)
DVPS (3|Z,| + |Zq] 3232 p = 1024 bits
SDVPS |Zg] 160 q = 160 bits

Table 1. Signature size comparison [6]

The dramatic signature size decrease makes it more practical in network transmission.

Both DVPS and SDVPS schemes work in delegation by warrant. Unlike DVPS, the
SDVPS is based on GBDH problem (see section 2.1). The detailed SDVPS scheme by
Huang et al. [6] involves the original signer Alice, the proxy signer Bob and the designated
verifier Cindy, and consists of following protocol/algorithms.

— ParamGen: The system parameter generation algorithm takes [ as the system secu-
rity parameter and outputs the system public parameters (G1, Gy, q, e, P, Hy, Hy). In
detail, G, is a cyclic additive group of order ¢ > 2!. G, is a multiplicative group
of order q. e is a bilinear map where e : G; x G; — Gj;. P is a generator of Gy.
Hy and H, are two cryptographic hash functions where H, : {0,1}* — G; and
Hy :{0,1} — Z;.

(G1,Gu, q, €, P, Hy, Hy) + ParamGen(1')

— KeyGen: The key generation algorithm takes the security parameter [ as the input and
outputs a private-public key pair (z;, P, = z; P) for a user (: = A for Alice, i = B for
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Bob and i = (' for Cindy) where x; is randomly selected from Z.
(zi, P = 2;P) < KeyGen(1¥) =, €g Z;,i € {A B,C}

— ProzyKeyGen: The proxy key generation protocol involves Alice and Bob and gen-
erates a proxy key for Bob in two steps.

Step 1 Alice first computes ()g = Hy(IDg, Pg,m,,) using Bob’s identity /Dp,
Bob’s public key Pp and the warrant m,,. Then Alice computes the proxy
key Dap = v4Qp Where x 4 is Alice’s private key and sends D 4 to Bob via
an external security channel.

Step 2 Upon receiving the proxy key, Bob checks the equality of e(D 4, P) < e(Qp, Pa).
If the equation holds, Bob accepts the key and sets his full proxy key as
(.CE B D A B) .

Alice Bob

QB = HO(IDB>PB7mw)

Dap =24Qp

e(Dag, P) = e(Qp, Pa)
prozykey = (xp, Dap)

— Stign: The deterministic signing algorithm takes the message m, Bob’s prozykey,
identity / D g, public key Pp, warrant m,, and Cindy’s public key P as input, and gen-
erate the SDVPS signature o on message m. Remark that since Qp = Ho(IDp, P, my,)
is always fixed, Bob can pre-compute the value and use this value directly for better
performance.

o+ Sign(m, xy, Dap, I D, Pg,my,, Pc)

Since () g is always fixed, the algorithm can be simplified as
o = Hi(m,e(Dap + x5Qp, Pc)) < Sign(m, provykey, Qp, Pc)

— Verify: The deterministic verification algorithm takes a message m, a signature o,
Cindy’s private key x¢, Bob’s identity / D, public key Pg, warrant m,, and Alice’s
public key P4 as input, and outputs T (accept) or L (reject) by checking the equality
ofo =~ H 1(m, e(xcQp, P4+ Pg)). If the equation holds, then the signature ¢ is valid
for message m and the algorithm outputs T. Otherwise, the signature is rejected and
the algorithm outputs L.

Verify(m,o,xc,IDg, Pg,my, Pa):

QB = HO([DBapB>mw)

2

o = Hi(m,e(rcQp, Pa+ Pg))

Output: T if the equation holds. Otherwise, output L.
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To ensure that the SDVPS has the property of correctness,
T = Verify(m, Sign<m7$ba DABa [DB7PB7mw7PC')7:E07]DBv PB7mwa PA)
we have

Qp = Ho(IDp, Pg,my)
Hy(m,e(z.Qp, Pa+ Pp)
= Hy(m,e(v.Qp, vaP + 25P))
= Hi(m,e((za+25)Qp,z.P))
= Hi(m,e(Dap + 2Qp, Pr))

In addition, the SDVPS has the property of transcript simulation derived from DVS since
Cindy can always create signatures on arbitrary messages by a Simulate algorithm which
is actually a part of the Ver: fy algorithm. Instead of checking the equality of the equation,
Cindy outputs Hy(m, e(xcQp, P4 + Pg)) as the signature o on message m.

— Simulate(m,o,xc, I Dg, Pg,my, P4):

Qp = Hy(IDp, Pg,my)
o= Hi(m,e(rcQp, Pa+ Pp))

Output: o.

2.5 Proposed scheme

As described in section 2.2, proxy signatures can be classified into three classes based on
the application: full delegation, partial delegation and delegation by warrant. In this sub-
section, we propose a new designated verifier proxy signature constructed from Mambo
et al.’s proxy signature schemes [9], which is classified as partial delegation.

The key point of Mambo el al.’s proxy scheme is that it can be applied to any sig-
natures based on the discrete logarithm problem. Since the designated verifier signature
proposed by Jakobsson et al. [7] is based on the undeniable signature, which is also based
on the discrete logarithm problem, we are able to convert the proxy signature to DVPS
using Jakobsson et al.’s DVS scheme (JSI scheme). To be more specific, we use the proxy
generation, proxy delivery and proxy verification parts of the proxy signature and the
whole DVS scheme. In addition, there is a known attack by Lipmaa, Wang and Bao [8],
showing that the JSI scheme is not disavowable. To counter this problem, we also take the
advantage of Lipmaa et al.’s suggestion of adding the signature and the public keys to the
hash function.

Outline Here is the outline of our proposed scheme and we follow the structure of [6].

Definition 10. A designated verifier proxy signature scheme (DVPS), involving original
signers S, proxy signers P and verifiers V, consists of following six algorithm or proto-
cols:
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— ParamGen: The system parameter generation algorithm takes the system security
parameter £ as the input and outputs the system parameters.

param < ParamGen(1¥)

— KeyGen: The key generation algorithm takes the system security parameter k as the
input and generates private-public key pairs (sk;, pk;) for users U; where U is a origi-
nal signer S or a verifier V.

(sk;, pk;), < KeyGen(lk)

- ProzyKeyGeng, P’ In the proxy key generation protocol, the original signer 5;
first uses his private key sk, to create a proxy private-public key pair (sk]‘jj , pkzj) fora
proxy signer P]’ Then S; sends (sk;f,] , p/{;;J) to PJ’ via a secure channel. Upon receiving
the proxy key pair (sk;] , pk;;), the proxy signer PJz checks the validity of the proxy
key pair using the original signer’s public key pk;,. If the proxy key is invalid, the
protocol is restarted or aborted.

(sky:, pkyi) < ProzyKeyGens, pr) (sks,, pks,)

— Stign: The signing algorithm takes a message m, a proxy signer’s private-public key
pair (sky, pk;), a verifier’s public key pk,, and a corresponding original signer’s public
key pks as the input, and generates a signature ¢* on m and a non-interactive zero
knowledge proof 7 showing that o* is valid or the signer has the private key sk, of the
verifier V. The designated verifier proxy signature o is (o*, 7).

o = (07, m) « Sign(m, sk;, pk, pk,, pks)

— Verify: The proof verification algorithm takes a message m, a designated verifier
proxy signature o, the designated verifier’s public key pk,, a proxy signer’s public key
pk, and a corresponding original signer’s public key pks as the input, and outputs T
(accept) or L (reject). If the proof 7 in the signature o is valid, the algorithm outputs
T. Otherwise, the algorithm outputs L.

b« Verify(m,o, pky, pk,,pks) b€ {T, L}

Remark that this proof verification algorithm is equivalent to the signature verification
algorithm if and only if pk, is the public key of the verifier who runs this algorithm
and the corresponding private key is not leaked to any one.

— Stmulate: The transcript simulation algorithm takes a message m, a verifier’s private-
public key pair (sk,, pk,), a proxy signer’s public key pk; and a corresponding original
signer’s public key pk; as the input, and outputs a designated verifier proxy signature
o that is indistinguishable with the signature generated by Sign(m, sk;, pk,).

o < Simulate(m, sk, pk,, pk;, pks)

To ensure the properties of correctness and transcript simulation generation, we require
the following statements are always true, respectively.

T = Verify(m, Sign(m, sk, pky, pk,, pks), pky, pk,, pks)
T = Verify(m, Simulate(m, sk,, pk,, pk,, pks), pk., pk,,, pk.)
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Scheme Based on the discrete logarithm problem (DLP) assumption, we construct our
DVPS scheme as following.

— ParamGen: The system parameter generation algorithm takes the system security
parameter k as the input and outputs (p, ¢, g, H) where p and ¢ are two large prime
numbers s.t. p = 2¢q + 1, g is a generator of G, C Z, and H is a hash function that
H ZZ, — Lyg.

param = (p,q, g, H) + ParamGen(1¥)

— KeyGen: The key generation algorithm takes the system security parameter k as the
input. The algorithm randomly selects a number z; from Z,, and computes y; = g*
mod p. Finally, the algorithm outputs (x;, p;) as the private-public key pair for a user
U; (a original signer S or a verifier V).

KeyGen(1F):

T; €ER Zq
y; = g"" mod p

Output: (Skz,pkl) = (Q:zayz>

- ProxyKeyGeng, P’ To generate a proxy key pair for the jth proxy signer of an
original signer S, the original signer S; randomly selects a number & from Z, \ {0}
and computes K} = ¢* mod p and 2} = z; + KK} mod ¢. Then the original signer
S; sends (z;, K;) to the proxy signer P]Z via a secure channel. After receiving the
key pair, the proxy signer PJZ verifies whether g% and yiK;K; are congruent modulo
p- If the verification is passed, the proxy signer P; accepts the proxy private-public
key pair. Otherwise, the proxy signer P; requests restarting the protocol or aborts the
protocol.
ProxyKeyGens, pi (sks,, pks,):

Original Singer S; Proxy Signer P;

x; < sk,
kerZ,\ {0}
ik
Kj—g mo‘dp
z; =x; + kK; mod g

J o
(z5,K3)

Yi < pksl
i ? K
g9 =y K7 (mod p)
Output: (skyi, pkyi) = (25, K}).
— Sign: To sign a message m, the proxy signer P calculates the basic signature s = m”?

mod p using its private key z. The proxy signer P also produces a non-interactive zero
knowledge proof 7 and set o = (s, 7) as the DVPS signature.

T =PK{(2s,2,): (s=m" Nys = g")Vy, = g™}
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Sign(m, sk3, pky, pks, pks):

(2,90, K, ys) < (sky, pky, pk, pks)
s=m* mod p

w,r,t €Eg Ly

c=g"y,” mod p

G=¢'" modp

M =m' modp
h=H(c,G,M,s,y,, K,ys)
d=t+z(h+w) mod q

Output: 0 = (o*, 1) = (s, (w,r,G, M, d)).

— Verify: To verify the proof 7 in a signature o on a message m, the verifier calculates
and verifies the following equations. If all checks are passed, the verifier accepts the
proof. Otherwise, the proof is rejected.

Verify(m,o, pk,, pk;, pks):

((0%,7), Yo, K,ys) < (0, pky, pk;y, pkis)
(s, (w,r,G,M,d)) < (c*,7)

h:H(C,G7M,S,yvaK7yS>

Gy KS) = g (mod p)

Msh+w = pd (mod p)

Output: T if also checks passed. Otherwise, output L.
— Swtmulate: The designated verifier V' can simulate the transcript for an arbitrary sig-
nature s by following calculations:

Simulate(m, sky, pky, pk;, pks):

(o, Yo, K, ys) < (sky, pko, pk;, pks)
5 €Rr Ly

d,a, B ERZ,

c=¢g* modp

G =g"(yK*)™” mod p

M =ms™? mod p
h=H(c,G,M,s,y,, K,ys)
w=pF—h modgq

1

r=(a—w)x,” modq

Output: 0 = (0%, 7) = (s, (w,r,G, M, d)).
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Properties Our scheme meets the properties of correctness and transcript simulation
generation. Remark that all calculations below are done in Z,, that is, modulo p.

— We first show the correctness of the proxy key generation in ProxyKenGen.

gZ:yKK whereK:gk,z:a:—l—kK,y:g’:

Proof.
yK* = g°(g")"
— gwng
_ ga:-‘rk‘K
= gz
g
— Correctness:
T = Verify(m, Sign(m, sk, pky, pk,, pks), pky, pk,, pks)
Proof.
G(ysKK)h—l-w — gt(gz)h+w
— gt+z(h+w)
MSthw — mt(mz>h+w
_ mt+z(h+w)
= md
O
— Transcript simulation generation:
T = Verify(m, Simulate(m, sk,, pky, pk,, pks), pk, pk,, pks)
Proof.
Gy K) = gy K) 7P (y K)o
_ gd(ysKK>fﬁ+h+,87h
g gd
Mshtw — ypdg—B gh+B-h
— g BHhtB—h
g
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3 Discussion

In this section, we discuss the security of our proposed scheme in section 2.5. Then we
compare partial delegation with delegation by warrant.

3.1 Security

As Mambo et al.’s proxy signature [9] is proven secure for any underlying secure signa-
tures under DLP assumption and the designated verifier signature is proven secure [7,8]
under DLP assumption, by the construction, our proposed scheme is secure under DLP
assumption.

For the following three types of adversaries:

Type I: This type of adversaries only knows the public keys of the original signer and
the corresponding proxy signers and tries to forge a signature of the origi-
nal signer and the corresponding proxy signers. Remark that a scheme secure
against Type II and Type III adversaries implies that it is secure against Type I
adversaries.

Type II: This type of adversaries knows the public keys of the original signer and
private-public key pairs of the corresponding proxy signers. The adversary tries
to forge a signature of the original signer.

Type III: This type of adversaries knows the private-public key pair of the original signer
and public keys of the corresponding proxy signers. The adversary tries to
forge a signature of the original signer.

Our proposed scheme is secure against all types of adversaries, since all attacks can be
reduced to the discrete logarithm problem, which is assumed hard. However, our scheme
is not secure against Type III adversaries if proxy private-public key pairs are generated
after the adversary getting the private key of the original signer as a honest but curious
original signer may record every random k involved in the algorithm ProxyKeyGen.

Another security concern is the distribution of the public keys of the proxy signers.
In Mambo et al.’s proxy signature [9], the public key K of the proxy signer is sent to the
verifier along with the basic signature o as ( = (o, K). Here is the scenario: A malicious
proxy signer P, may sign a message m with its proxy private key and declare the signature
is signed by another proxy signer P, by declaring K; is P»’s proxy public key. Unless
the verifier launches a standard disavowal protocol with P, the verifier cannot know
whether the message is really signed by P, or not. However, the verifier may not care
about this as all proxy signers function the same for the verifier. If a proxy signer tries to
impersonate another proxy signer, we can check the real identity of the proxy signer by
the disavowal protocol later. Besides the backward checking approach, we could also have
forward checking approaches. Either a Public-Key Infrastructure (PKI) or the original
signer can produce a certificate for the proxy public key. In this case, the scheme works
as delegation by warrant not partial delegation and the size of the transmission package is
increased. Hence, in our scheme, we use the backward checking approach.

3.2 Delegation

Since full delegation is not secure, we only discuss partial delegation and delegation by
warrant in this subsection.
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As mentioned by Mambo et al. [9], unlike delegation by warrant, the original signer
cannot put a limit on partial delegation, including limiting the validity period of a proxy
public key. Thus, key revocation is a hard problem. Mambo et al. proposed two solutions.
One is to let the original signer maintain a revocation list of proxy public keys and then
verifiers can verify it. Another is to change the public key of the original signer. Our
scheme may use Mambo et al.’s solutions.

Someone may think that delegation by warrant is better than partial delegation. How-
ever, it depends on the demand. As mentioned in section 3.1, partial delegation does not
require PKI for the proxy signer, whereas delegation by warrant does. In terms of size,
partial delegation only increases the size of the original signature by one group element
while delegation by warrant increases the size by a full certificate of the proxy signer’s
public key and the warrant itself. Since the certificate of the proxy signer’s public key
is fixed and is not necessary to be included in the signature as PKI handles it, only the
warrant is required to be sent along with the signature. However, the warrant is larger than
one group element in general. Hence, partial delegation is less secure but more efficient
than delegation by warrant.

4 Conclusion

In this paper, we have reviewed the preliminary on Bilinear Pairing, Non-interactive Zero
Knowledge Proof (NIZK) and security assumptions including Discrete Logarithm Prob-
lem (DLP), Bilinear Diffie-Hellman (BDH) Problem, Decisional Bilinear Diffie-Hellman
(DBDH) Problem and Gap Bilinear Diffie-Hellman (GBDH) Problem in section 2.1.
Then Proxy Signature, Designated Verifier Signature, as well as Short Designated Ver-
ifier Proxy Signature have been explained with Mambo et al.’s scheme, Jakobsson et al.s
scheme (JSI scheme) and Huang et al.’s scheme respectively in sections 2.2 to 2.4. Af-
ter that, we proposed a new designated verifier proxy signature with partial delegation
based on Mambo et al.s proxy signature scheme and Jakobsson et al.s DVS scheme (JSI
scheme) in section 2.5. Finally, security concerns of our DVPS scheme is discussed that
our scheme maybe not be secure against TYPE III adversaries in section 3.
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